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Typographic conventions used in this manual 
 
Bold 
Button and text box names, as well as Admin types are in bold. 
 
Italic 
Web site addresses (URLs) are italicized. 
 
Red 
Generally used for attributes and examples you type in. 
 

 
Indicates steps to take for performing a particular function.  
 

1.  



 

maXecurity™ — Security Administrator’s Manual 

1 

Introduction 

Companies are increasingly making sensitive data available to employees and customers 

using web-based applications. The web browser has made online access to personal 

data incredibly convenient, but it has also rendered security technologies like web 

access management increasingly important. The maXecurity product suite from P2 

Security works with your company’s infrastructure to prevent unauthorized access to 

sensitive data.  

 

 

Understanding how maXecurity products work in your company 

Because many companies are now subject to Sarbanes-Oxley, PCI, HIPAA and other 

emerging regulatory requirements, maXecurity products have been designed to 

segregate web access management into four distinct functions. Instead of one “master 

password,” there are four admin types, each with a specific role: 

 

- Infrastructure admin – Performs the initial setup of domains and permissions. 

- Security admin – Configures encryption algorithms, handles digital certificates, 

and sets up and maintains the user stores (LDAP servers). The Security 

administrator’s functions are the focus of this manual. 

- Domain admin – Maintains authorizations for web page access.  

- Auditor– Creates reports, investigates security breaches, and reviews 

compliance with Sarbanes-Oxley and other regulatory requirements. 

 

Each admin is able to perform the role assigned, but not someone else’s. No one can 

gain access to the whole system, make changes and cover their tracks. This means that 

maXecurity products are both secure and hassle free in the case of compliance and 

audit reporting. This is also the reason why you will be asked to write a comment or 

specify an internal ticket each time you make an important change to the system. Each 

change is recorded and can be called upon later by the Auditor to review the complete 

history of web access management changes that have taken place at your company. 
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Security Administration Control Panel 

The first time you set up a maXecurity product, or whenever you do a factory reset, you 

will encounter the Bootstrap Wizard. It will walk you through the requisite tasks of 

setting up policies and certificates. You can use this guide as a reference whenever you 

need to change a configuration, add or delete certificates, or manage your 

administrators. 

 

To access the Security Administration control panel, use your web browser to navigate 

to the URL based on the fully qualified domain name (FQDN) you set up in the Bootstrap 

Wizard.  

 

 
Logging in as a Security admin. You will set the URL in the Bootstrap Wizard. The default is 
https://<domain>/Security/ 

 

Note that you must connect over SSL using https. Once you log in with your credentials, 

you will see the Security Administration home screen. 

 

 
 

Take a moment to review the Security Administration control panel. The controls on the 

left allow you to review your configurations, manage certificates and add or delete 

administrators. In some companies you may be serving as both the Security admin and 

Infrastructure admin or Auditor. For your convenience you can use the navigation 

buttons at the top to move from one application to another and the Logout option to 
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end your session. If you’re ever unclear about a control panel function, note the help 

box on the right. 

 

 

Why all the comment boxes? 

 
Government regulations like Sarbanes-Oxley require companies to 

provide an auditable trail for all administrative activity. Entering a 

descriptive comment about what you are doing will allow the 

Auditor to trace back any changes to the system in the case of a 

security breach or government audit. 
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Configuration 

As the Security admin, your duties include setting up the global (default) security 

settings for your network. You can also manage digital certificates, the user stores (LDAP 

servers), and register other administrators. 

 

 

Policy Store 

On the network, maXecurity appliances reside between the web browser and the web 

server, ensuring that only authorized users gain access to your company’s secure data 

and applications. Information about which domains to protect, credentials to log in, and 

other configuration information are all saved in the Policy Store. When the maXecurity 

appliance boots up, it connects immediately to the policy store. No other settings can be 

configured until a successful connection to the policy store is made.  

 

 
 

Using the Policy Store option on the Security Administration panel lets you set the 

credentials and connection information used to connect to the policy store. The 

maXecurity appliance can connect using simple credentials (name and password) or 

digital certificates. Because all maXecurity appliances refer to the same policy store, you 

will never need to worry about synchronizing settings from one machine to another. If 

you make a change or add a new maXecurity appliance, it can easily be configured from 

the same policy.  
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 Steps for configuring the Policy Store 

 

1. From the Security Administration panel, click on Policy Store. 

2. The Connection Parameters were set initially in the Bootstrap Wizard. These 

options cannot be modified without doing a factory reset.  

3. If the maXecurity appliance uses a name and password to connect to the policy 

store, enter the Simple Credentials, which consist of the DN (“distinguished 

name”) and password. This DN and password combination can be the same for 

every maXecurity appliance, or you can assign a different one for each box for 

added security and to see which box has logged into the policy store. 

4. Alternatively, maXecurity appliances can log in to the policy store using a unique, 

built-in digital certificate. Digital certificates are more secure than simple 

credentials and are highly recommended. To enable certificate credentials, check 

the box labeled User internal cert. 

5. Click Validate Connection to ensure your settings are functioning properly. 

6. When you’re finished, click Save. You’ll be asked to enter a comment or ticket 

number that describes what you have done.  

 

 

Global Security Settings 

Global security settings allow you to configure security policies that apply globally 

throughout your company infrastructure. These settings including: encryption 

algorithm, attribute lifetime, and duration before inactivity timeout. Keep in mind that 

maXecurity appliances always maintain in effect the strictest security policy. This means, 

for example, that if a Domain admin sets a policy for attribute lifetime on a particular 

domain that differs from the global default you have set, maXecurity will ensure that the 

stricter of the two policies is enforced. 

 

You can also use Global Security Settings to require SSL on the back-end web servers. As 

you know already, web traffic must always log in using SSL to maintain security between 

the browser and the maXecurity appliance, and all data transmission is encrypted. The 

user name, password and other sensitive information are never sent to the web server 

(it sends secure cookies instead). The option here allows you to require SSL between the 

maXecurity appliance and the web server as well. Sometimes a web server is already 

secure (either on a secure part of your network or physically secure) and you may 
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decide that SSL is an unnecessary impediment to network performance. It’s then up to 

the Infrastructure admin to configure the web server connections in a secure way. 

 

 

 Steps for configuring the Global Security Settings 

 

 
Global Means Everywhere: The settings you configure here apply to all maXecurity appliances installed 
throughout your company infrastructure, as long as they connect to the same policy store. 
 

1. From the Security Administration panel, click on Global Security Settings. 

2. Choose the Encryption Algorithm. They are listed from least secure (on the left), 

to most secure (on the right). Selecting AES 256 is highly recommended.  

3. Enter the maximum time (in hours or minutes) before Inactivity Timeout. The 

session will expire and the user will be required to log in again if the web 

browser has been left idle for this length of time. 

4. Enter the maximum Attribute Lifetime. This is the amount of time (in hours or 

minutes) that an attribute will be cached on the appliance before being 

refreshed. Note that shorter attribute lifetimes will result in slower performance 

for users. 

5. For maximum security, check the box labeled Require SSL for All Back-End Web 

Servers. By checking this box, the Infrastructure admin will be forced to use SSL 

(the option to uncheck SSL in the Infrastructure Administration panel will be 

disabled.) Only leave this box unchecked if you are certain that the network 

connection between the maXecurity appliance and web server is physically 

secure, or if you are not sending any sensitive data.  
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6. When you’re finished, click Save. You’ll be asked to enter a comment or ticket 

number that describes what you have done.  

 

 

User Stores 

A user store is a repository of information about users and groups stored on an LDAP 

server. Your maXecurity product supports all major types of LDAP servers, including 

Microsoft Active Directory, Novell eDirectory, Sun Directory Server, and RACF (with z/OS 

LDAP). User stores that you configure are available for all domains. You can add or 

delete user stores and edit their connection settings through the Security 

Administration control panel. The Domain admin will take advantage of these user 

stores at the domain level for authentication and authorization purposes. 

 

 

 Steps for configuring User Stores 

 

 
 

1. From the Security Administration panel, click on User Stores. 
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2. Click New to configure a new User Store, or select one from the drop-down 

menu to edit.  

3. In the box labeled Description, enter a unique name that identifies the user 

store. Other admins must be able to recognize this name when setting up 

policies. 

4. Enter in the Connection Parameters. The Host can be a DNS name or IP address. 

Port is typically 389 for clear text connections and 636 for SSL. If you are unsure 

of the Base and Attribute information that identifies the user store, consult your 

LDAP administrator.  

5. If you want to connect using a secure connection, check the box labeled SSL.    

Validate SSL requires the system to verify that the SSL certificate is both signed 

by a trusted (and imported) Certificate Authority and is not expired. 

6. Choose the Credentials type: 

a. Anonymous Credentials – No user name or password is submitted. This 

option offers little security and is not recommended. 

b. Simple Credentials – Type in the full Bind DN (“distinguished name”) for 

the ID of the maXecurity appliance. Because this type of authentication 

requires sending a name and password, it is highly recommended that 

you use SSL when choosing this option. 

c. Certificate Credentials – Uses the internal certificate unique to each 

maXecurity appliance. This is easiest and most secure way to authenticate 

and is therefore highly recommended. 

7. Choose the method used for Changing Passwords on your LDAP server: 

a. User Modify – The maXecurity appliance will log in to the server as the 

user to change a password. This is the most common methodology 

among LDAP servers. 

b. Admin Modify – Logs in with the admin credentials specified in Step 6 to 

change the user password. 

c. Extended Operation – Performs an LDAP extended operation. This is 

common on Sun Directory Servers.  

d. Active Directory – Logs in with the admin credentials in Step 6 and 

performs an LDAP modify in the way that Active Directory expects. 

e. BIND Modify – Authenticates as the user in the way IBM mainframes 

using z/OS LDAP expect. 

8. Click Test Connection to ensure your settings are functioning properly. 

9. When you’re finished, click Save. You’ll be asked to enter a comment or ticket 

number that describes what you have done.  
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TrustMapping™ 

As enterprises grow larger, they often find themselves with multiple user stores across 

the entire company infrastructure. For instance, your company may use Active Directory 

for Microsoft Windows® machines, but you may also have a Sun directory or use RACF 

on your mainframe. Each user store tends to hold different information and associate 

users into different groups. Often such a setup creates the inconvenience of having to 

log in multiple times across your company’s various sites and domains. TrustMapping is 

an innovation built into maXecurity products that allows you to set up a trust 

relationship between two user stores. Security policies from one user store are trusted 

by the other and therefore will not force a user to log in a second time. In essence, 

TrustMapping allows you to create a single sign-on across all your user domains. 

 

How does TrustMapping work? Information about the same user is often present across 

multiple user stores—even if the individual’s user name or password is different in each. 

TrustMapping lets you link that information together, so an attribute like 

employeeNumber in Active Directory is linked to uid in an LDAP directory on the 

mainframe. This process is invisible to your users, but the result is that they will not 

have to log in a second time.  

 

TrustMapping works as well for user groups and attributes for trusted cookies. For 

instance, suppose a user logs in to the Corporate LDAP Directory that holds just his 

userID and password. What if we want to know this user’s email address, which is 

available only in Active Directory? Using TrustMapping, if that email address information 

exists in Active Directory and we link it as a trusted user store, the system will retrieve 

the email address information. 

 

 

How TrustMapping works on your company network 

 

Let’s consider a real-world example. The following flowchart shows how a maXecurity 

appliance can use TrustMapping to retrieve information about a user from three user 

stores without the need to authenticate multiple times. The user is already logged in as 

JSmith in Active Directory, and when he tries to access a protected resource in a Sun 

Directory, the policy checks to see whether Sun Directory TRUSTS Active Directory. The 

policy also wants to retrieve P&L code in a trusted cookie from a z/OS LDAP resource.   
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Force user login 

with z/OS LDAP 

credentials 

samAccountName= JSmith 

(Active Directory) 

Policy: User must reside in 

group ou=internal in Sun 

Directory 

Does Sun 

Directory trust 

Active Directory? 

samAccountName= JSmith 

(Active Directory) 

cn=John Smith 

(Sun Directory) 

Policy: Retrieve P&L Code 

from RACF (z/OS LDAP) 

Does z/OS LDAP 

trust Sun 

Directory or Active 

Directory? 

samAccountName= JSmith 

(Active Directory) 

cn=John Smith 

(Sun Directory) 

racfid=97112 

(z/OS LDAP) 

Force user login 

with Sun Directory 

credentials 

Login 

successful? 

Login 

successful? 

Access Denied 

Access Denied 

NO 

NO 

Yes, Sun Directory TRUSTS Active Directory 

Yes, z/OS TRUSTS Sun Directory or Active Directory 

NO 

NO 

YES 

YES 

TrustMapping in use: 
 
This example shows how TrustMapping works to retrieve information 
about a user from three user stores without the need to authenticate 
multiple times. The user is already logged in as JSmith in Active 
Directory. When he tries to access a protected resource in a Sun 
Directory, the policy checks to see if Sun Directory TRUSTS Active 
Directory. If so, and JSmith is part of the group ou=internal in the Sun 
Directory, no login is necessary. The policy also wants to retrieve P&L 
code in a trusted cookie from a z/OS LDAP resource. It must verify that 
z/OS LDAP TRUSTS either Sun Directory or Active Directory. If not, a 
login to z/OS LDAP is required. 
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 Steps for configuring TrustMapping 

 

 
Trust Me. In this example, we link Active Directory to the External Authentication Store. In simple terms, this 
relationship says: “I trust the security of the user store on the right, so I don’t need to have the user 
authenticate again.” 

 

1. From the Security Administration panel, click on TrustMapping™. 

2. Click New to create a new TrustMapping, or select one from the drop-down 

menu to edit.  

3. Next, you will create the Relationship. In the box on the left, select the user 

store you want to work with. 

4. In the box on the right, select the user store that is trusted. In our example, if a 

user tries to access something in Active Directory (user store on the left),the 

system will trust a user who is already logged in to the External Authorization 

Store (user store on the right).  

5. Enter the Trusting Attributes. This is the name of the attribute (e.g. 

employeeNumber) whose value matches the attribute in the trusted user store 

(e.g. uid).  

6. Click Save. You’ll be asked to enter a comment or ticket number that describes 

what you have done. 

 

There are a few considerations that the Security admin must be aware of when using 

TrustMapping. First, TrustMapping relationships are unidirectional (they work from left 

to right). The user store on the left can be accessed if the user logs into the system on 

the right—not the other way around. You will have to set up TrustMapping in the other 

direction if you want it to work both ways. Second, TrustMapping relationships use 

transitive logic. For example, this would mean: 
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 If Novell eDirectory TRUSTS Active Directory 

    and 

  Active Directory TRUSTS z/OS LDAP 

 

 Then Novell eDirectory implicitly trusts z/OS LDAP 

 

TrustMapping has other benefits beyond the single sign-on. Setting up trust 

relationships means that you do not need to implement a metadirectory or virtual 

directory that synchronizes the information from one user repository to another. It also 

allows you to configure a user store with nothing but authorization information, while 

providing a separate user store with the group/permissions that you don’t want to add 

to the primary user store. 
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Certificates 

Although accounts and passwords provide a certain level of security, they are not the 

most secure way of ensuring that only the right individuals have access to sensitive data. 

In comparison, digital certificates and public key encryption provide an enhanced level 

of authentication and privacy for your sites and domains. Digital certificates are 

electronic credentials used to ensure the identity of individuals and computers on your 

network. For the certificate to be valid, it must be issued by a recognized certification 

authority (CA) like VeriSign, Thawte or xCert. Within your own network you may also 

issue your own certification.  

 

 

Internal Certificates 

The internal certificate is used to secure connections to all administrative functions as 

well as to connect to the Policy Store. It is generated every time you do a factory reset 

of the maXecurity appliance, but you can replace the default certificate using the 

Security Administration control panel. Generally speaking, the only time you will want to 

do this is when changing the DNS of the maXecurity appliance. 

 

 

 Steps for replacing the default Internal Certificate 

 

 
 

1. From the Security Administration panel, click on Internal Certificate. 
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2. Click the Replace button. In the dialog that appears, enter the fully qualified 

domain name of the maXecurity appliance. By default this will be 

maXecurityserialnumber.yourdomain.com. 

3. Click on Generate CSR to create a Certificate Signing Request. Copy the code, 

which must be sent to your Certificate Authority (CA) to be signed. Remember, 

until you get the certificate signed, users will see certificate errors when trying to 

connect. 

4. Once you receive the signed certificate, click Import Signed Request. Paste the 

code into the dialog that appears and click Import. 

* Important: Before importing the signed request, make sure you have already 

added the CA certificate. This step is usually completed during the Bootstrap 

Wizard. For more information, contact your Certificate Authority. 

 

 

 Steps for adding or removing CA Certificates 

 

1. From the Security Administration panel, click on Internal Certificate. 

2. The box labeled CA Certificates contains a list of trusted Certificate Authority 

certificates. 

3. To add an additional certificate, click on Import CA Cert. Paste the code into the 

dialog box that appears and click Import. 

4. To remove a trusted CA certificate, highlight it and click Delete Selected. 

 

 

Domain Certificates 

If your web server uses SSL, it is ordinarily configured to present a domain certificate to 

all incoming web traffic. However, the goal of the maXecurity appliance is to look like 

the web server to a web browser, and to look like a web browser to the web server. In 

essence, the maXecurity appliance stands between the user’s web browser and your 

company’s web servers, transparently enforcing your security policy.  
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maX in the middle. The maXecurity appliance works transparently between the web browser and your 
company’s web servers. Only authenticated users have access to your protected resources. 
 

In order for the maXecurity appliance to appear as the web server to incoming web 

traffic, it needs to present the same domain certificate that the web server would 

normally present. These domain certificates can be configured for all of your domains 

using the Security Administration control panel. 

 

 

 Steps for configuring the Domain Certificates 

 

 
 

1. From the Security Administration panel, click on Domain Certificates. 

2. Click New to create a new domain certificate, or select one from the drop-down 

menu to edit.  

3. To create a new domain certificate for an existing domain, click Recreate. 

4. Click on Generate CSR to create a Certificate Signing Request. Copy the code, 

which must be sent to your Certificate Authority (CA) to be signed.  
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5. Important: Make sure that your CA certificate is in the box labeled CA 

Certificates. If not, click the Import button and paste the CA certificate code into 

the dialog box that appears and click OK. 

6. When you receive the signed domain certificate from your CA, click Import 

Signed Request. Paste the code into the dialog that appears and click OK. 

 

 

CertMapping 

In the same way that TrustMapping creates trust relationships between user stores, 

CertMapping allows you to set up a relationship between user stores and the 

certificates signed by a particular Certificate Authority (e.g. VeriSign, Thawte, etc.). 

Using CertMapping will allow you to set up policies which rely on different user stores 

without requiring a user to log in multiple times. 

 

 

 Steps for configuring CertMapping 

 

 
 

1. From the Security Administration panel, click on CertMapping. 

2. Click New to create a new CertMapping, or select one from the drop-down menu 

to edit.  

3. Next, you will create the Relationship. In the box on the left, select the user 

store you want to work with. 
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4. In the box on the right, select the Certificate Authority that is trusted. Only 

certificates that have been signed by the selected Certificate Authority will be 

accepted. 

5. Enter the Trusting Attributes. On the left, this means the name of the attribute 

(e.g. mail) in the LDAP repository whose value matches the attribute in the 

trusted certificate. On the right, this is the attribute (e.g. emailaddress) in the 

DN of the certificate whose value matches the attribute in the trusting LDAP 

repository. 

6. Click Save. You’ll be asked to enter a comment or ticket number that describes 

what you have done. 
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Managing Administrators 

Administrators are those who have access to configuring and managing the security 

policies of your company infrastructure. Because of government regulations like 

Sarbanes-Oxley, PCI, and HIPAA, maXecurity products have been designed to segregate 

web access management into four distinct roles. As the Security admin, it is your role to 

register the initial users as Infrastructure admin and Auditor. The Infrastructure admin 

will  create the Domain admin when setting up the initial domain policy. 

 

 

Administrators 

After carrying out the initial security setup of your maXecurity product, you will want to 

register at least one Infrastructure admin and an Auditor. Of course, depending on the 

extent of your duties, you may in fact be registering yourself for these roles as well. 

Once you create the initial admin (or group) of each type, those admins will be able to 

register additional admins for their respective roles. That is to say: unlike the Security 

admin, an Infrastructure admin can only add additional Infrastructure admins; an 

Auditor can only register additional Auditors.  

 

 

 Steps for adding a new Administrator 
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1. From the Security Administration panel, click on the kind of administrators you 

want to add: Security Administrators, Infrastructure Administrators or Auditor 

Administrators. 

2. On the left you’ll see a box of Registered Administrators that have already been 

registered. If you don’t see the admin you are looking for, click on the Register 

Additional Admins button. In the dialog that appears, search for the name of the 

person you would like to add. Be sure to click on Register User to add this person 

to the list of Registered Administrators.  

3. Select a name and click on the Add button.  

 

 

 Steps for removing an Administrator 

 

1. From the Security Administration panel, click on the kind of administrators you 

want to remove: Security Administrators, Infrastructure Administrators or 

Auditor Administrators. 

2. On the right you’ll see a box of Configured Security Administrators. Select a 

name and click on the Remove button.  

 

 

Learning more 

There are separate manuals available for the Infrastructure admin, Domain admin, and 

the Auditor. Feel free to consult those guides if you are interested in specific issues that 

remain outside the realm of this manual. 

 

You can also visit http://www.maXecurity.com and click on Support. If your company 

has a support contract with P2 Security, you can receive access to a dedicated support 

representative who is familiar with your web infrastructure and the use of maXecurity 

products. Support is available 24/7. 

 


