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Typographic conventions used in this manual 
 
Bold 
Button and text box names, as well as Admin types are in bold. 
 
Italic 
Web site addresses (URLs) are italicized. 
 
Red 
Generally used for attributes and examples you type in. 
 

 
Indicates steps to take for performing a particular function.  
 

1.  
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Introduction 

Companies are increasingly making sensitive data available to employees and customers 

using web-based applications. The web browser has made online access to personal 

data incredibly convenient, but it has also rendered security technologies like web 

access management increasingly important. The maXecurity product suite from P2 

Security works with your company’s infrastructure to prevent unauthorized access to 

sensitive data.  

 

 

Understanding how maXecurity products work in your company 

Because many companies are now subject to Sarbanes-Oxley, PCI, HIPAA and other 

emerging regulatory requirements, maXecurity products have been designed to 

segregate web access management into four distinct functions. Instead of one “master 

password,” there are four admin types, each with a specific role: 

 

- Infrastructure admin – Performs the initial setup of domains and permissions. 

The Infrastructure administrator’s functions are the focus of this manual. 

- Security admin – Configures encryption algorithms, handles digital certificates, 

and sets up and maintains the user stores (LDAP servers).  

- Domain admin – Maintains authorizations for web page access.  

- Auditor– Creates reports, investigates security breaches, and reviews 

compliance with Sarbanes-Oxley and other regulatory requirements. 

 

Each admin is able to perform the role assigned, but not someone else’s. No one can 

gain access to the whole system, make changes and cover their tracks. This means that 

maXecurity products are both secure and hassle free in the case of compliance and 

audit reporting. This is also the reason why you will be asked to write a comment or 

specify an internal ticket each time you make an important change to the system. Each 

change is recorded and can be called upon later by the Auditor to review the complete 

history of web access management changes that have taken place at your company. 
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Infrastructure Administration Control Panel 

This guide was written to help you use maXecurity products as an Infrastructure 

Administrator. The initial setup of your maXecurity appliances and clusters should have 

already been done by the Security admin. Your role is to set up domains and services, as 

well as assign Domain admins to administer the security policy of each domain. You 

further have the ability to maintain appliances and clusters, apply firmware updates, or 

reboot an appliance when necessary. All this is accomplished with the Infrastructure 

Administrator control panel. 

 

To access the Infrastructure Administration control panel, use your web browser to 

navigate to the URL of the maXecurity appliance. This is based on the fully qualified 

domain name (FQDN) that was set up by the Security admin in the Bootstrap Wizard.  

 

 
Logging in as an Infrastructure admin. The default is https://<domain>/Infrastructure/ 

 

Note that you must connect over SSL using https. Once you log in with your credentials, 

you will be taken to the control panel. 

 

 
 

Take a moment to review the Infrastructure Administration home screen. The controls 

on the left allow you to configure domains and services, maintain the appliances, and 
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add or delete administrators. In some companies you may be serving as both the 

Infrastructure admin and Security admin or Auditor. For your convenience you can use 

the navigation buttons at the top to move from one application to another and the 

Logout option to end your session. If you’re ever unclear about a control panel function, 

note the help box on the right. 

 

 

Why all the comment boxes? 

 
Government regulations like Sarbanes-Oxley require companies to 

provide an auditable trail for all administrative activity. Entering a 

descriptive comment about what you are doing will allow the 

Auditor to trace back any changes to the system in the case of a 

security breach or government audit. 
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Configuration 

The goal of the maXecurity appliance is to look like the web server to a web browser, 

and to look like a web browser to the web server. By working seamlessly with both, the 

maXecurity appliance transparently enforces your security policy.  

 

 
maX in the middle. The maXecurity appliance works between the web browser and your company’s web 
servers. It listens for HTTP requests (Services) and passes only authorized users to your protected resources 
(Domains). 

 

As the Infrastructure admin, configuring this setup typically requires three steps: 

 

1. Domains: Specify which Domains should be protected by the maXecurity 

appliance. In most cases, these are back-end web servers that require a security 

policy with restricted login access.  

2. Services: Configure Services—the IP addresses and host name information of the 

web servers. The maXecurity appliance will “listen” for HTTP requests from a 

web browser to these IP addresses and enforce your company’s security policy 

for the domain.  

3. Domain Administrators: Once you’ve configured domains and services, you will 

register a Domain admin to administer the security policy for that domain, and 

any subdirectories within it. 

 

 

Domains 

On the network, maXecurity appliances ensure that only authorized users gain access to 

your company’s secure data and applications. As the Infrastructure admin, you decide 
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which domains must be secured. The domain configurations you set here contain the 

information necessary to direct authenticated traffic to your back-end web servers. 

 

 

 Steps for configuring a Domain 

 

 
 

1. From the Infrastructure Administration panel, click on Domains. 

2. Select the Cluster from the drop-down menu. For more information about 

clusters, see the Maintenance section of this manual. 

3. Click New to configure a new domain, or select one from the drop-down menu 

to edit. The Domain name you enter in the box is only for descriptive purposes in 

maintenance and audit reports. You can use hr.company.com, Personnel or 

anything else you choose. 

4. Enter the address and port information for the Back-end Web Server. 

a. Host and Port – The DNS or IP address of the server you want to protect. The 

port number can be configured any way you choose—it is not necessarily the 

port listening for the browser connection (which is configured in the Services 

section). 

b. Host Header – When a web browser makes an HTTP request, this header info 

is sent. Most of the time the host header is the same as the domain name. 
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c. Cookie domain – This is the domain for setting trusted cookies for single 

sign-on, so you will want to make it as broad as possible. Remember to 

precede everything with a period (e.g. .company.com). For more information 

about trusted cookies, see the section in the Domain Administrator’s manual. 

d. Use SSL – Check this box to use SSL between the maXecurity appliance and 

the web server. If the data on the network is not sensitive or if the network is 

physically secure, you can leave this box unchecked to improve performance. 

Note that the Security admin has the authority to require SSL connections, 

and in such a case the option will always be checked.  

e. Case Sensitive – Check this box if your web server is case sensitive, meaning 

it differentiates between /INDEX.htm and /index.htm. 

5. Enter the Defaults. If a user bookmarks the login page for a protected domain, 

rather than trying to access a specific page on that domain, the appliance needs 

to know where to send the user once authenticated. Target can be just a / or a 

specific default page on the protected domain. You can also set the default User 

Store to use for authentication when none is set in the security policy. 

6. If you are configuring a new domain, you will be given the option to Copy the 

initial policy from a domain you have already set up. Simply select the domain 

from the drop-down menu. 

7. Enter the Aliases for Non-SSL and SSL connections. These are the various HOST 

headers that reference this domain. For instance, if us.company.com and 

www.company.com point to the same server, enter both of them here. 

Optionally, you can include the port number (e.g. us.company.com:443). Click 

the More button to include additional aliases. 

8. When you’re finished, click Save. You’ll be asked to enter a comment or ticket 

number that describes what you have done.  

 

 

Services 

Along with configuring a Domain, you must configure the corresponding Service. A 

Service is a collection of information about the web site—including the external host 

names, IP addresses and digital certificates—that the maXecurity appliance needs to 

listen on to intercept HTTP requests. Services and Domains go hand in hand; you can’t 

configure one without the other. 
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 Steps for configuring Services 

 

 
 

1. From the Infrastructure Administration panel, click on Services. 

2. Select the Cluster from the drop-down menu. For more information about 

clusters, see the section on clusters in the Maintenance section of this manual. 

3. Click New to configure a new service, or select one from the drop-down menu to 

edit. The Service name you enter in the box is only for descriptive purposes in 

maintenance and audit reports. You can use hr.company.com, Personnel or 

anything else you choose. However, for clarity it’s usually best to enter the 

domain name being protected. 

4. Enter in the IP Addresses that each appliance in the cluster listens on. For load 

balancing and failover to work seamlessly, you must enter an IP address for each 

appliance. 

 

 
Port to Port. The maXecurity appliance provides four ports for Network Interface Controllers (NIC). You can 
switch between them using the drop-down menu. Select the NIC that is connected to the network where 
HTTP requests come from. 
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5. Enter the Port Number for both SSL and Non-SSL connections. Typically these 

are 443 for SSL and 80 for non-SSL. 

6. Select a Server Certificate. This is the digital certificate required for an SSL 

connection, and usually has the same name as the web site URL. Only the 

Security admin can install a server certificate. 

7. When you’re finished, click Save. You’ll be asked to enter a comment or ticket 

number that describes what you have done.  

 

 

Domain Administrators 

As part of the segregation of duties, setting the security policy of each specific domain is 

not done by the Infrastructure admin, but rather by designated Domain admins. This 

means that, once you have set up a Domain and a corresponding Service, you must 

register at least one Domain administrator to set the security policy of the protected 

domain. Note that these Domain admins will also be able to register additional Domain 

administrators themselves, but only for the specific domain you assign them.  

 

 
 

 

 Steps for registering a new Domain Administrator 

 

1. From the Infrastructure Administration panel, click on Domain Administrators. 

2. Select the Cluster from the drop-down menu. 
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3. Select the Domain from the drop-down menu. 

4. On the left you’ll see a box of All Registered Administrators that have already 

been registered. If you don’t see the admin you are looking for, click on the 

Register Additional Admins button. In the dialog that appears, search for the 

name of the person you would like to add. Be sure to click on Register User to 

add this person to the list of Registered Administrators.  

5. Select a name and click on the Add button.  

 

 

 Steps for removing a Domain Administrator 

 

1. From the Infrastructure Administration panel, click on Domain Administrators. 

2. On the right you’ll see a box of Configured Domain Administrators. Select a 

name and click on the Remove button.  
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Maintenance 

As you know, maXecurity appliances segregate web access management roles so as to 

separate security functions and policy functions from the maintenance of the box itself. 

In this way, a company’s traditional system administrator can deal with maintaining the 

appliances without the need to grant unnecessary access to the security controls of the 

web sites and domains.  

 

As the Infrastructure admin, you have several controls at your disposal to maintain the 

maXecurity appliances. Many of the settings in this section were configured initially by 

the Security admin using the Bootstrap Wizard. At the very least, there will already be 

one appliance set up (the one you connect to when you log in as the Infrastructure 

admin), as well as the cluster it belongs to. 

 

 

Appliances 

This section covers the maintenance of existing maXecurity appliances already installed 

on your network. You can configure the IP addresses on each network controller, set a 

Network Time server, and specify DNS servers. If you need to add or set up a new 

maXecurity appliance, contact the Security admin. 

 

 

 Steps for configuring existing Appliances 
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1. From the Infrastructure Administration panel, click on Appliances. 

2. Select the Cluster from the drop-down menu. 

3. Select the Appliance, identified by its serial number, from the drop-down menu. 

4. Enter the IP Settings for the appliance: 

a. Check the box of each network interface (NIC) you want to use. NIC 1 must 

always be enabled because it is the interface used to connect to the policy 

store and access the administration application. 

b. Enter in the IP Address, Network Mask and Gateway. If you are unsure about 

any of these values, contact your company’s network administrator. 

 

 
Four NIC ports. There are four Network Interface Controllers (NIC) on the back of each maXecurity appliance, 
two on the top and two on the bottom. 
 

5. Select an NTP Time Server. A time server is used to ensure an accurate time 

stamp for all events and modifications, as well as to keep the audit logs in sync 

between appliances. The default time server is time.nist.gov, but you can use 

your company’s local time server if you prefer. 

6. Enter your DNS Server(s). This is the IP address of the DNS server(s) reachable by 

NIC 1, and is required to resolve DNS names for the user stores, policy stores, 

and your back-end web servers. Click the More button to add additional lines. 

7. When you’re finished, click Save. You’ll be asked to enter a comment or ticket 

number that describes what you have done.  

 

 

Clusters 

Every maXecurity appliance belongs to a cluster. Clusters are a way of grouping 

appliances together and administering them from a single interface. There are several 

reasons to group maXecurity appliances together, and the way you cluster them will 
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depend on your company’s specific needs. Usually, appliances are clustered together 

based on the set of domains (web sites) they protect. For instance, your company may 

cluster one or more appliances for Production to protect your web sites on the Internet, 

while maintaining another cluster for internal Development, where testing takes place 

and different security policies apply. Another way to use clusters is for geographic 

disparity; for instance, you may assign separate clusters to each of your offices in San 

Francisco, London and Delhi. Finally, you may want to segregate clusters for 

performance reasons. If a particular web site undergoes a peak traffic period during the 

holidays, for instance, you may assign it its own cluster so that the temporary surge in 

demand will not affect your company’s remaining infrastructure.  

 

A cluster is initially set up by the Security admin during the Bootstrap Wizard, but as the 

Infrastructure admin you also have the ability to create or delete clusters. You may also 

remove appliances from a cluster, but you cannot add appliances to a particular cluster. 

This role is reserved for the Security admin. 

 

 

 Steps for configuring a new Cluster 

 

 
 

1. From the Infrastructure Administration panel, click on Clusters. 

2. Click New to create a new cluster.  

3. Enter the Cluster Configuration information. 

a. Name – An identifying description, like Production or London Office. 

b. Cookie Domain – This is the domain for setting trusted cookies for single 

sign-on, so you will want to make it as broad as possible. Remember to 
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precede everything with a period (e.g. .company.com). For more information 

about trusted cookies, see the section in the Domain Administrator’s manual. 

c. Copy From – Select a previously configured cluster to copy the settings for 

domains, services, policies, etc. 

4. When you’re finished, click Save. You’ll be asked to enter a comment or ticket 

number that describes what you have done.  

 

 

 Steps for removing an Appliance or Cluster 

 

It is also possible to remove an appliance from a cluster. Removing an appliance will 

reset it to its factory-default state, meaning that it will need to be reinitialized by the 

Security admin. Removing an entire cluster will reset all appliances in the cluster; it will 

also delete all policies and settings associated with that cluster.  

 

 
 

1. From the Infrastructure Administration panel, click on Clusters. 

2. Select the cluster you wish to edit from the drop-down menu.  

3. In the box that appears you will see a list of all the appliances in a particular 

cluster. To remove an appliance, highlight it and click Remove Selected. 

4. To delete the cluster completely, click Delete Entire Cluster.  

5. You will receive a confirmation warning, and be asked to enter a comment or 

ticket number that describes what you have done. 

 

 



 

maXecurity™ — Infrastructure Administrator’s Manual 

14 

Logging 

All maXecurity appliances internally store logs about administrative events and access 

violations. These logs are available to the Auditor through the Audit Reports control 

panel. In a typical scenario, a maXecurity appliance will keep several years of log data.  

 

If your company desires additional logging information, or you want to make your own 

reports based on the raw data from the appliance, these options are available to you 

through your Syslog server. The maXecurity appliance will send real-time information to 

the designated server. This is a convenient way of getting one complete log of all web 

requests, whether they were successful or they failed, as well as all the administrative 

activity that occurs. However, keep in mind that this may create copious amounts of 

data. 

 

Even if you send information to a Syslog server, the maXecurity appliance will continue 

to record information internally for use in the Audit Reports control panel. 

 

 

 Steps for configuring Logging 

 

 
 

1. From the Infrastructure Administration panel, click on Logging. 

2. Select the Cluster from the drop-down menu. 

3. Enter in the Additional Logging information. 

a. Check the Syslog box to send all access attempts and violations to the 

specified Syslog server.  
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b. Check Diagnostics to send debugging information to the Syslog server. 

4. Enter the Syslog Destination. This is the Syslog server host address. The default 

port is 514. 

5. When you’re finished, click Save. You’ll be asked to enter a comment or ticket 

number that describes what you have done.  

 

 

Firmware Updates 

In order to add features or fix bugs, P2 Security releases firmware updates 

approximately once per quarter. They are distributed as .p2s files that are encrypted 

and tamperproof. You will need to install these firmware updates using the 

Infrastructure Administration panel. If necessary, you can also rollback to the previously 

installed firmware. 

 

 
Keeping your firmware up to date. Note that .p2s files are cumulative. By installing the most recent file, you 
will benefit from all the patches made to previous versions. Rollback will reinstall the last firmware version 
you successfully installed on the appliance, or revert to the factory default version if no updates have been 
installed. 

 

 

 Steps for installing a Firmware Update 

 

1. From the Infrastructure Administration panel, click on Firmware Updates. 

2. Click on Browse… and navigate to the .p2s firmware update file on your local 

computer. 

3. Click Submit. You will be asked to wait as the maXecurity appliance validates the 

integrity of the file, decrypts it and installs the update. 



 

maXecurity™ — Infrastructure Administrator’s Manual 

16 

4. Once successfully installed, the appliance will reboot automatically. Note the 

Current Version to verify that the firmware has been installed correctly. 

 

 Steps to Rollback to the previous firmware 

 

1. From the Infrastructure Administration panel, click on Firmware Updates. 

2. Click on Rollback. You will be asked to wait as the maXecurity appliance reverts 

to the last version installed.  

3. After it has successfully reinstalled the previous firmware, the appliance will 

reboot automatically. Note the Current Version to verify the firmware has been 

rolled back correctly. 

 

 

Reboot Appliance 

Under certain conditions, you may feel it necessary to reboot the maXecurity appliance. 

This may be necessary if something is not working properly, a change does not seem to 

have taken effect, or if your company simply has a policy of rebooting hardware on a 

regular basis. Instead of going to your company’s data center where the maXecurity 

appliance is stored in order to physically power-cycle the device, you can reboot the 

appliance directly from the Infrastructure Administration panel. 

 

 

 Steps for Rebooting an Appliance 

 

 



 

maXecurity™ — Infrastructure Administrator’s Manual 

17 

 

1. Navigate to the URL of the specific maXecurity appliance you want to reboot 

(e.g. maxecurity5.mycompany.com). 

2. From the Infrastructure Administration panel, click Reboot Appliance. 

3. Click Reboot.  

 

You will be asked to wait as the maXecurity appliance restarts. This process takes about 

one minute. 
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Managing Administrators 

As the Infrastructure admin, you have already seen how to register a Domain admin to 

set the security policy of specific domains you have set up. However, you can also 

register or delete additional Infrastructure admins to help you maintain and configure 

the maXecurity appliances. 

 

 

Infrastructure Administrators 

The Infrastructure admins you register will have access to all the same controls you do 

for configuring domains and services, as well as maintaining the appliances. 

 

 

 Steps for adding a new Infrastructure Administrator 

 

 
 

1. From the Infrastructure Administration panel, click on Infrastructure 

Administrators. 

2. On the left you’ll see a box of All Registered Administrators that have already 

been registered. If you don’t see the admin you are looking for, click on the 

Register Additional Admins button. In the dialog that appears, search for the 

name of the person you would like to add. Be sure to click on Register User to 

add this person to the list of Registered Administrators.  

3. Select a name and click on the Add button.  
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 Steps for removing an Infrastructure Administrator 

 

1. From the Infrastructure Administration panel, click on Infrastructure 

Administrators. 

2. On the right you’ll see a box of Configured Infrastructure Administrators. Select 

a name and click on the Remove button.  

 

 

Learning more 

There are separate manuals available for the Security admin, Domain admin, and the 

Auditor. Feel free to consult those guides if you are interested in specific issues that 

remain outside the realm of this manual. 

 

You can also visit http://www.maXecurity.com and click on Support. If your company 

has a support contract with P2 Security, you can receive access to a dedicated support 

representative who is familiar with your web infrastructure and the use of maXecurity 

products. Support is available 24/7. 

 


